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- Security in data spaces Overview

Data is the new Oil

“The term data space’ refers to a type of data relationship between trusted partners who adhemgelt
the same high-level standards and guidelines in relation to data storage and sharing within Q@ @ ) s 8o
many Vertical Ecosystems.” (Gaia-X)
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€ “Security-by-design, i.e., security of data space assets and support of non-repudiable and ) ﬁ@\%‘@f’

unambiguous agreements.” '

« “Assurance-by-design, i.e., integration of security and privacy assurance requirements in the
development of data platforms and data-sharing applications.”(OPENDEI)

\* Common framework for the federation of security management (OPENDE]) )
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gaia-X
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European Commission promotes initiatives for the development of secure and sustainable digital ©
infrastructures, such as Gaia-X, for developing an open, federated and interoperable data FIWARE

\infrastructure in the cloud, and the International Data Spaces Association (IDSA), among others.

INTERNATIONAL DATA
SPACES ASSOCIATION

Data spaces must be secured and controlled environments. The data exchange must carry out in a
safe and secure way, adopting security schemas to protect data.
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https://gaia-x.eu/who-we-are/vertical-ecosystems/
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gaia-x.eu%2Fwhat-gaia-x%2Ffactsheet&data=04%7C01%7Csonia.castro%40red.es%7C261e72faa39b4db2fad908da08313f6a%7Cf9337b9a82d042bca8f3aea9991055c4%7C0%7C0%7C637831304859045219%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=gAg8oTbt%2BvEGZQASI%2BzVwjjq0hh%2FtRsHB%2FKWJg%2FkNX4%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Finternationaldataspaces.org%2F&data=04%7C01%7Csonia.castro%40red.es%7C261e72faa39b4db2fad908da08313f6a%7Cf9337b9a82d042bca8f3aea9991055c4%7C0%7C0%7C637831304859045219%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=MMkm7FwD6xiSy4QuF1ZIHONVXph%2FJvC%2BfIUZEUUvoYo%3D&reserved=0

Il Data Spaces building blocks

Soft infrastructure

How do participants interact in and between spaces (solution neutral). General building
blocks that are harmonised for each data space. Not all services are obligatory to each case.
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INTEROPERABILITY TRUST DATA VALUE GOVERNANCE

Data Models & Metadata & Discovery

. , Qverarching cooperation
Eotrre Identity management Biatacol

agreement

Access & usage control /

Data Exchange APIs oolicies

Data Usage Accounting Operational (e.g. SLA)

Publication &
Marketplace Services

Provenance and

traceability Trusted Exchange

Continuity model
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- Use Cases in KRAKEN project

Holder Send Presentation Verifier K MKE N

Acquires, stores, Verifies VCs
presents VCs

Issuer
Issues VCs

Issue Credentials

/ KRAKEN goal \
o . . Verifiable Data Regist
Provide a decentralized SSI solution and — Waitains dentersand scheras -~

user centric access control. : w3.org

« S§SI mobile app for managing VCs and I[]II[

key material ——
* Ledger USelf broker for 5P integration eren Backup
* Backup service allowing the use of ISSUER C@
Ksevem/ devices / e Ledger e
"ARIES
University (SP) Marketplace (SP)
Ledger uSelf Ledger uSelf
Broker Broker
“ARIES " ARIES
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KRAKEN Use Case1: The data owner sells data

THE DATA OWNER (INDIVIDUAL/ORGANIZATION) SELLS HIS/HER DATA

3 KRAKEN Use case 1 Health

The Data Providers are able to sell their data
S AL 5 setting the user consent, the price of dataset and
Citizens, institutions and organizations are 20 = =
2 defining the conditions of access and use of their
enabled to offer protected personal and sensitive
data (biomedical data and well-being records) gate
The marketplace shows a catalogue with the available
datasets and the health metadata. Beside the dataset price,
. the marketplace through the use of smart contracts stores

the user consent for sharing data and the access criteria.

Data Providers can register and access to the
marketplace by using SSI solution, a SSI mobile app
stores Verifiable Credentials (VCs) and key maerial for

Through the Marketplace App the Data accessing the marketplace.

Providers are able to control their account
and track who is accessing the data.

The user can execute their right to be forgotten in

accordance with the GDPR The data can be used by food product

manufacturers, health insurance companies or
biomedical product companies interested in
certain life styles and demographics for
marketing or product development purposes.

This project has received funding from the European Union’s Horizon 2020 Research and Innovaton Programme under
Grant Agreement N° 871473. Any disseminaton of results here presented reflects only the consortum view.
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